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SSO

Vi stddjer idag SSO med Entra ID (tidigare Azure AD). Det ar en 16sning med OAuth 2.0
som bl.a. anvander Microsofts egna bibliotek for autentisering, MSAL. Det har kraver viss
forkunskap inom Azure for att satta upp forsta gangen. Kontakta oss om det ar forsta
gangen du ska anvanda funktionen.

Konfigurering Entra ID (Azure AD)

e Det behdvs 2 st appregistreringar (1 for klient och 1 for API).
¢ Klient och webbserver behover atkomst till https://login.microsoftonline.com .

Appregistrering webbserver
Optional claim

Behoéver "optional claim" groups .

Home > App registrations > SsoApi

'|I! SsoApi | Token configuration =

|/-'-'J Search | o« & Got feedback?
= Overview Optional claims
Quickstart . . ) . ) ) L :
Optional claims are used to configure additional information which is returned in one or more tokens. Learn
' - . 1
# Integration assistant moregs
/< Diagnose and solve problems = Add optional claim -+ Add groups claim
~ Manage
& Branding & properties Claim T Description Token type T
—:)) Authentication i i .
groups Optional formatting for group claims ID, Access, SAML

Certificates & secrets
{I' Token configuration
2~ AP| permissions
& Expose an API

% Ann roles

Exponera scope

Behdver exponera ett "scope". Valfritt vad den kallas, men detta blir det som fylls i under
Scope webbklient i Evo, samt anvands i appregistreringen for webbklienten.


https://learn.microsoft.com/sv-se/entra/identity-platform/msal-overview

Home > Ssohpi

SsoApi | Expose an APl # - X

| P Search |

B Overview
&4 Quickstart

.

#

Integration assistant

7 Diagnose and solve problems
v Manage

B Branding & properties
3 Authentication

Certificates & secrets

,O\'j Got feedback?

application 0 URI: | apizbiaazsie-sast-sestaac [ ] =t

Scopes defined by this API

Define custom scopes to restrict access to data and functionality protected by the AP An application that
requires access to parts of this AP| can request that a user or admin consent to one or more of these.

Adding a scope here creates only delegated permissions. If you are looking to create application-only scopes,
use "App roles' and define app roles assignable to application type. Go to App roles,

-+ Add a scope

11! Token configuration Scopes Wheo can consent Admin consent disp...  User cons
-9~ APl permissions api://bfe423f8-944f-4e6b-aac7-4a2c56f. E Admins only Test
4 >
&b Expose an AP|
£2 Ao roles
Behorigheter
Se till att dessa behdrigheter finns:
Home » App registrations > SsoApi
- SsoApi | APl permissions = - X
| £ Search | o () Refresh A Got feedback?
B overview
&4 Quickstart %
A\ Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that
;;'." Integration assistant application. Permissions that users have already granted on their own behalf aren't affected. Learn more

7{ Diagnose and solve problems
~ Manage

= Branding & properties

3 Authentication

Certificates & secrets

11! Token configuration

-2~ API| permissions

& Expose an API

82 App roles

&8 Owners

4. Roles and administrators

M Manifest

> Support + Troubleshooting

o The "Admin consent required” column shows the default value for an organization. However, user consent
can be customized per permission, user, or app. This column may not reflect the value in your organization,
or in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the
consent process. The list of configured permissions should include all the permissions the application needs.
Learn more about permissions and consent

-+ Add a permission ~/ Grant admin consent for MSFT
APl / Permissions name Type Description Admin con
s Microsoft Graph (1)

User.Read Delegated  Sign in and read user profile No

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try
Enterprise applications.

Appregistrering webbklient



Optional claim

Appregistreringen for klient behdver optional claim

Home > App registrations > SsoClient

I|* SsoClient | Token configuration =

Search

o

|C «

i

Overview

[

Quickstart

Optional claims are used to configure additional information which is returned in one or more tokens. Learn more '

" Integration assistant

w

Add optional claim

*

Diagnose and solve problems

~ Manage
= i . Claim T
& Branding & properties
2 Authentication login_hint

Certificates & secrets

' Token configuration
-2 API permissions

@b Expose an AP
Behodrigheter

Se till att dessa behdrigheter finns:

Home > App registrations > SsoClient

- SsoClient | AP permissions

() Refresh | &P Got feedback?

8 Overview

& Quickstart
A\ Granting

Q? Got feedback?

Optional claims

Add groups claim

Description

Login hint

ide consent may revoke
# Integration assistant

¥ Diagnose and solve problems

login-hint

Token type T

1D

that have already been granted tenant-wide for that application. Permissions that users have already granted on their own behalf aren't affected. Learn more

Optional settings

~ Manage

= Branding & properties

2 Authentication
Certificates & secrets

1l Token configuration

- API permissions

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your
organization, or in arganizations where this app will be used. Leam more

Configured permissions
Applications are autharized ta call APIs when they are granted permissions by users/admins as part of the consent process. The list of canfigured permissions should include

all the permissions the application needs. Leam more about permissions and consent

+ Add a permission  ~/ Grant admin consent for MSFT

. API / Permissions name Type Description Admin consent requ... Status
Expose an AP|
WAoo rol v Wicrosaft Graph (3}
4 App roles
&0 offline_access Delegated  Maintain access to data you have given it access to No @ Granted for MSFT
wners
Rl o 5 et openid Delegated  Sign users in No @ Granted for MSFT
&, Roles and administrators
I Marifest User.Read Delegated  Sign in and read user profile No @ Granted for MSFT
anifes
> Support + Troubleshooting N Ssohpi (1)
Test Delegated  Test Yes @ Granted for MSFT

Redirect

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Lagg till Single page application redirect URI, t.ex. datornamn eller IP dar klienten
kors:



Home > App registrations > SsoClient

3 SsoClient | Authentication =

| L Search |

B overview
&4 Quickstart
#" Integration assistant
# Diagnose and solve problems
“~ Manage
= Branding & properties
—3 Authentication
Certificates & secrets
11! Token configuration

-2 AP permissions

ﬁ{j Got feedback?

Platform configurations

Depending on the platform or
redirect URIs, specific authenticat

) ~+ Add a platform

Single-page applicati
Redirect URIs
The URIs we will accept as de

authenticating or signing out
listed here. Also referred to 3

httns:/flncalhost: 72107708

Configure platforms

Web applications

@ Web

Build, host, and deploy a web server
application. NET, Java, Python

Maobile and desktop applications

’ i05 / mac05

Objective-C, Swift, Xamarin

N

w Single-page application

Configure browser client applications
and progressive web applications.
Javascript.

‘| Android

Java, Kotlin, Xamarin



» SsoClient

uthentication

] [ R'_V' Got fee

Platform

Depending o
such as redire
2ms

+ addag

w1

Single-
Redireci

The URIs»
successfu
login serv
Redirect L

https:/,
https:/,
https:/,
ors https:/,
https:/,
http:/A
http:/A

Add URI
Grant ty

Q Your F

Front-char

This is where
single sign-o
—

Save

Ovrigt

Configure single-page application X

< All platforms Quickstart  Docs
o The latest version of MSALjs uses the authorization code flow with PKCE and CORS. Learn more

* Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating or signing out users. The redirect URI you send in the
request to the login server should match one listed here. Also referred to as reply URLs. Learn
mare about Redirect URIs and their restrictions

[ https://1.2.3.4

Grant types

MSAL,js 2.0 does not support i
using M3ALjs 1.0. Learn more ab

0 Your Redirect URI is eligible for the

licit grant. Enable implicit grant settings only if your app is
auth code flow

thonzation Code Flow with PKCE.

Se till att resterande varden 6verensstammer med bilden:



3 SsoClient | Authentication =

|,O Search ‘ X« &7 Got feedback?
B Overview
Add URI
Quickstart Grant types

%' Integration assistant 0 Your Redirect URI is eligible for the Authorization Code Flow with PKCE.

Diagnose and solve problems

’\ b

Vv Manage
Front-channel logout URL
Branding & properties This is where we send a request to have the application clear the user's session data. This is required for single sign-out to

23 Authentication work correctly.

e.g. https://example.com/logout v

Certificates & secrets

m N
It Token configuration Implicit grant and hybrid flows

- APl permissions Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and

doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about
tokens.

& Expose an AP
55 App roles
Za Owners Select the tokens you would like to be issued by the authorization endpoint:

2. Roles and administrators D Access tokens (used for implicit flows)

D ID tokens (used for implicit and hybrid flows)
Manifest

v Support + Troubleshooting Supponed account types

B
4 New support request Who can use this application or access this API?

wé‘ Accounts in this organizational directory only (MSFT only - Single tenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

Ualn ma dacida

Konfigurering Evo

Approller-Anvandargrupper

For att koppla roller till en anvandargrupp behdver du lagga till roller i registreringen for
webbservern. For att darefter kunna koppla ihop approller med anvandargrupper ska man
gatill Enterprise Application iAzure och valja den appregistrering for
webbserver/API man precis gjort och dar koppla samman AD-grupper och approllen:

OBS! Du maste ha anvandare direkt under anvandargruppen i Entra, och inte ha nastlade
behorigheter. Ett satt att komma runt begransningen ar att skapa dynamiska grupper i
Entra:



Hus adam Admin
Andra

Namn: Beskrivning:

Hus adam Admin

Oversiktsgrupp (ID-nummer, 0 = AD-identifierare {S50-instdllning):
inaktiverad):

hus-adam-admin
Manuell styrning Larm
Andra barvarde Kvittera klass O
Andra mandver Kvittera klass A
Andra mjukvarumandver Kvittera klass B
Andra analog ut Kvittera klass C
Forcera objekt Kvittera klass D
Forcera fran fjarr Kvittera klass E

Tillat tom kommentar Kvittera klass F

| Server API:et skapas olika roller. Varje roll kopplas till en Anvandargrupp i Evo BMS.

Det ar approllens "varde" och anvandargruppens "AD-identifierare" som kopplas ihop.

Start > SsoAp

Redigera approll
zz2 SsoApi | Approller = -

<6 Shapaenspprol | vardunison feechedes

Visningsnamn *

B ovesit S—
Approller [ hus-cesar-admin

Snabbstart
Approller ar anpassade roller for tildelning av behorigheter till anvandare och appar. Programmet definierar och publicerar approllema och Tillitna medlemstyper * O
# Integrationsassistenten toliar dem som behdrigheter under aukioriseringen
X Diagnostisera och I6s problem Hur jag tilldelar approller
v Hantera Visningsnamn Beskrivning Tillatna medlemstyper Varde iId Tillstand

hus-cesar-jour Anvandare/grupper hus-cesar-jour 012f6f07-c8c1-4052-8... Aktiverat

AD- 1
\ | ]
hus-cesar-diift Anvandare/grupper hus-cesar-dift 202b2030-0065-4874-... Aktiverat
Beskivning * O
hus-cesar-admin Anvandare/grupper hus-cesar-admin 3aea-6326-4b21-2.. Aktiverat
Cert hus-cesar-admin
I ~okenkonfigurat hus-bertijour 3e4070ef-a12¢-40e3-3... Aktiverat
, hus-berti-drift b330757c-Tdec-432d-.. Aktiverat
2 APl-behsrigheter . ot
hus-berti-acimin 31c020b-24ec-dsdc-.. Aktverst | an 00 EKIvera den har apprelent ©
@ Exponera ett AP|
d9-401a-... Aktiverat
1 Approller
Anvandare/grupper hus-adam-drift SeffcS63-7c514347-0...  Aktiverat

& Agare

Serverinstallningar / Installningar Azure AD



Serverkdrning Webbserver Azure AD ProptechO5

Klient-1D webbklient 76dde0d7-9375-4d19-b90° ®
Scope webbklient api://bf842318-944f-4e6b-: ©
Klient-1D webbserver bfg423f8-944f-4e6b-aac7~| @
Instans https://login.microsoftonlir @
Tenant-1D €9325040-a368-41d5-b7ad ®
Instéllning Beskrivning
Klient-D P ID (Client-ID) fér webbklient istreri
webbklient rogram-ID (Client-ID) fér we ientens appregistrering
Scope webbklient | Webbklientens API-behdrighet (t.ex. api://"guid"/namn )
\,ﬂiﬁfm or Program-ID (Client-ID) fér webbserverns appregistrering
URL till inloggning (t.ex.
Instans https://login.microsoftonline.com/ )
Tenant-ID Katalog-ID (Tenant-ID) fér webbklientens appregistrering
Start »

] SsoClient =

|f0 Sok | ¢ « i Ta bort @ Slutpunkter [#5] Férhandsversionsfunktioner

| i Oversikt
~ Information

& Snabbstart
Visningsnamn : SsoClient
#" Integrationsassistenten . .
Program-ID (Klient) : 76dde0d7-9375-4d19-b90 Klient-ID webbklient
X Diagnostisera och Ibs problem Objekt-1D | eadb147b-9abs-45bb-a4cT
~ Hantera Katalog-ID (klientorganis... : c9325040-a368-41d5-b7ad Tenant-ID
— Anpassning och Kontotyper som stéids . Endast min organisation
7 egenskaper
2 Autentisering € Frin och med 30 juni 2020 lagger vi inte langre till ndgra nya funktioner | ADAL (Azure Active Directory Autt

tillhandahaller inte lngre nagra funktionsuppdateringar. Programmen maste uppgraderas till MSAL (Micros
Certifikat och hemligheter



Alla tjanster > SsoClient

- SsoClient | APl-behérigheter =

:
R Oversikt

&4 Snabbstart

#" Integrationsassistenten

# Diagnostisera och I&s problem
v Hantera

Anpasshing och
egenskaper

2 Autentisering
Certifikat ach hemligheter
1! Tokenkonfiguration
API-behérigheter

L
& Exponera stt AP

Approller
Za Lgare
»

& Roller och administratérer

M Manifest

v

Support och felsskning

Alla tjanster »

i SsoApi

«“

|)O 5ok

i Oversikt
&4 Snabbstart

#" Integrationsassistenten

7% Diagnostisera och lés problem

~ Hantera

Anpassning och

= egenskaper

3 Autentisering

O Uppdatera & Har du nigon feedback?

A\ Om du beviljar medgivande for hela klientorganisationen k
egen rakning piverkas inte. Las mer |

@ 1 kolumnen Administratsrsmedgivande krévs visas standarc
i din organisation eller i arganisationer dar den hér appen ¥

Konfigurerade behérigheter

Program har behrighet att anropa APLier nar de beviljas behé
behorigheter ska innehalla alla behorigheter som programme
i

=+ Laggtill en behdrighet ~/ Bevilja administratérsgodk

Namn pa APl/behdrigheter Typ Beskrivn
> Microsoft Graph (4)
\v Ssofpi (1)
Test Delegerat  Test

Om du vill visa och hantera medgivandebehdrigheter fr ensk

L+d
#

Test X
SsoApi

E[ Ta bort beharighet
[ api/bisazsia-0aat-aecb-aact rest |Scope webbklient| D]
Resursapp-id
| bf8423f8-9447-4e6b-aacT b |
Beharighets-id
| a5db6274-95c7-4610-97b ] |

Administratorsmedgivande kravs

Ja

Test

Beskrivning av administratsrsmedgivande
Test

]il Ta bort @ Slutpunkter 8l Férhandsversionsfunktioner

o Har du tid ett 6gonblick? Vi skulle uppskatta din feedback om Microsoft Identity Platform (tidigare Azure AD fér utve

#~ Information
Visningsnamn

Program-ID (klient)
Objekt-1D

Katalog-ID (klientorganis...

Kontotyper som stéds

Certifikat och hemligheter

|1} Tekenkonfiguration

-2+ APl-behdrigheter

t bf8423f5-044f-debb-aac?

© Ssolpi

IKIie nt-ID webbserver I

: ceaad65d-3416-40ec-8374
1 c8325040-a368-

: Endast min organisation

o Frén och med 30 juni 2020 Idgger vi inte l&ngre till nigra nya funktioner | ADAL (Azure Active Directory Authentic
Programmen maste uppgraderas till MSAL (Microsoft Authentication Library) och Microsoft Graph. Lis mer



